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ABSTRACT
Narusk, S. The Model for Using Big Data on Government Level in Combating Money
Laundering. Master thesis, Estonian Business School, Tallinn 2019, 69 pages, 6 figures,
4 tables, 66 references, in English.
KEYWORDS: AI, AML, BIG DATA, RISK, SAR
Financial system is currently facing tremendous challenges when it comes to combating
money laundering (ML). The challenge lies in the fact that historical set-ups on
regulatory and technical level to combat money laundering are not efficient due to the
high-speed data creation and information sharing. Trying to mitigate modern money
laundering risk with the existing systems is and could become even costlier for the
society.
The purpose of this thesis is to describe current challenges in the anti-money laundering
(AML) system and to propose a way to better analyse and detect money laundering on
state level with the help of big data and artificial intelligence (AI). The thesis aims to
show that the problem with the current AML system exists on process level where the
data collection and usage accompanied with sophisticated analytical tools are missing,
and proposes a potential way forward with an analysis model for transaction
monitoring.
The study also indicates strategic shortcomings in the AML system in Estonia where on
the government level the topic has not been prioritised enough expressing itself in
resources deficit and in the unambiguity of the tasks within different system
participants.
At the time of the study, the Estonian society is facing heavy scrutiny towards different
money laundering schemes reaching international levels, which made the thesis even
more topical and relevant
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INTRODUCTION
Money laundering is a term describing how criminals transform money derived from
the proceeds of an illegal activity. It is a process of sequential transactions through
which the money is made “clean”. According to Hopton (2009) money laundering
process consists of three stages:
1) placement during which money is transferred into the system without banks or
authorities recognizing it;
2) layering during which the money is concealed within multiple layers of
transactions;
3) integration during which seemingly clean money is steered into economy.
Financial systems and even economies are currently facing challenges in combating
money laundering. This is expressed in two ways: 1) scandals showing that rules and
market practices have not been efficient enough and b) investments needed to be on top
of ML risks have not been enough. It seems that current set-ups are not able to deal with
the ML risk due to its global nature and high-speed movement of data backed by
innovative technologies. From recent scandals backed by the analysis from international
and local bodies it could be concluded that challenges are related to the inability to
detect suspicious activities and report and investigate them properly starting from data
availability analysis. According to Finta (2018), the improvement of legislative and
investigative potential by allocating resources in order to catch up with organized crime
groups is of utmost importance.
The challenge mentioned above is not an isolated problem for financial institutions
acting as payment infrastructure operators for daily economic operations. This is a
problem for the state where financial stability, trustworthiness of the country and
smoothness of everyday operations are at stake.
Money laundering reaches scandalous magnitudes, since the amount of money
circulating worldwide is so great that it has become a relevant threat, to such an extent
that entities such as the International Monetary Fund and the Financial Action Group
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have allocated resources to educate governments and society in general, about the
dangers of this plague (Jurado, Jurado and Lopez, 2018, p. 227).

The conclusions made in the analysis by the Governmental Commission for Prevention
of Money Laundering and Terrorist Financing (GCCMLP) on 23 August 2018
(Ministry of Finance, 2018) emphasized that the institutional framework in combating
ML needs to be revised and the central strategic analysis function on state level has to
be developed.
Arising from the journalistic investigations and taking into account the proposals made
by the GCCMLP (Ministry of Finance, 2018), this thesis is concentrating on the
following problems.
Firstly, the thesis is concentrating on the incapability to collect and process systemically
relevant data resulting in a high number of false positive alerts and too long
investigation times. Market participants i.e. financial institutions acting as payment
infrastructure facilitators are collecting extensive amounts of data and data reaching
authorities is quite significant but the outcomes i.e. the number of court cases and the
number of convicted criminals is rather modest. It is also true that data reaching
authorities is often of low quality and despite the fact that the regulatory burden is
increasing, results are not improving. Based on the research and international scandals
it seems that shortcomings in data availability and quality bring along high volumes of
manual processing and long decision-making which makes processes inefficient on all
levels.
Secondly the thesis is concentrating on the lack of sharing the data between system
participants in order to assess and mitigate money laundering related risks properly and
have a presentment on state (or even region) level about potential threats.
Both problems arise from the fact that in digital world, where the speed of data creation
and movement is rising, ML risks have to be mitigated with modern processes and tools
to collect the right data, turn it into purposeful information and draw relevant
conclusions. Not applying modern approaches result in modest ML risk management
on all levels of the financial system and in the high costs for the society accompanied
by reputational damages taking years to rectify. It leads to decreased trustworthiness of
the state and through that bringing down social morale, creating spillover effect to
different areas of society and discouraging foreign investments. The momentum for
10

changing the current set-up into a more efficient and effective one through the
leveraging of data, investing into quickly developing technology and data analytics
seems to be present.
To redesign the set-up, current systems and information flows could be questioned. In
addition, data-related questions like what data will be collected and how it will be
processed are relevant. This is where big data and machine learning techniques come
into play in order to understand how to use different techniques with different data. By
attempting to make smarter decisions by collecting and using accurate data, the
potential to eliminate inefficiencies from the system is there as the information flow
becomes broader, decision-making quicker and the detection of fraudulent activities
more accurate.
The purpose of this thesis is to describe the current problems in the AML system in
Estonia, to examine the potential ineffectiveness and reasons behind it in order to find
out whether it lies in the data availability ending up in poor data analysis. This thesis
aims to answer the main research question “Are the collection, sharing and analysis of
data behind the ineffectiveness of the system and why?” while also aiming to answer
sub-question of “How can big data and AI be used in enhancing AML system?”.
This thesis is concentrating on a concept called AML system which is a set of rules and
processes to prevent money received from illegal actions entering financial system. If
money laundering prevention is not working effectively and efficiently it creates social
and political challenges through ill-functioning financial system and organised crime
resulting in low trustworthiness of the state.
Key regulatory concepts are based on the frameworks described in the Financial Action
Task Force standards and Moneyval recommendations, in the 4th and 5th AML directives
and in the guidelines of the Estonian Financial Supervisory Authority and Financial
Intelligence Unit. Concepts are explored through deductive approach in order to move
from international standards to local rules to demonstrate the cross-border dimension of
money laundering backed by relevant literature.
This study is focusing on the potential technical and strategic solutions to combat
money laundering through data collection and analysis as the technological innovation
is driving the need to recognise new effective ways to mitigate money laundering risks.
11

Even though this thesis is about combating money laundering and is specifically not
talking about terrorist financing challenges, shortcomings and solutions from data
perspective are applicable to combating terrorist financing as well.
This thesis is not aiming to answer the philosophical and/or legal questions related to
personal data protection, surveillance ethics or fundamental privacy rights. It is not the
objective of the thesis to find balance between the obligations arising from directives
2015/849 (hereinafter the 4th AML directive) and 2018/843 (hereinafter the 5th AML
directive) requiring an extensive amount of data collection and between European
Convention on Human Rights, where article 8 states the right to respect private and
family life. This thesis is excluding discussions around legal justifications in relation to
banking secrecy principles as this as well as data protection related rules are
constructions subject to change if deemed necessary. Last but not least this thesis is not
touching crypto currencies as this is subject to separate thesis taking into account
potential ML risks and licencing of such businesses in Estonia.
As the thesis derives from practical challenges, desk research and qualitative research
in combination were applied to describe the problem and propose a solution. This
involved identifying the problem, gathering information through literature as well as
through interviews, making conclusions based on that and acting on the information
followed by proposals.
After desk research had been conducted, the qualitative research carried out for this
thesis was based on data gathering via conducting in-depth interviews, analysing the
results and finding common grounds with the stated problems (see also Chapter 2 of
this thesis). Based on the answers from the in-depth interviews with carefully selected
stakeholders, conclusions about the efficiency of the current AML system were made
and a solution was proposed.
The thesis is divided into three main parts. The first part is covering the key regulatory
concepts of money laundering, describing both international and local players in the
AML system. In addition to this, it gives an overview about the problems with the
current set-up and machine learning opportunities combined with big data.
The first part is also describing how machine learning methods applied to big data are
relevant in AML context, and how it allows to draw conclusions which have not been
12

available earlier. For example, rule-based methods, clustering, contextual analysis and
anomaly detection are described and potential relevance to AML monitoring indicated.
The second part of the thesis is describing research methods and giving an overview of
the qualitative research carried out by outlining the method for research and for the data
collection, sample selection and analysis. In addition, the development of the
questionnaire is described.
The final part of the thesis is describing the outcomes of the interviews and proposing
a data-flow and analysis model for the state taking into account theoretical background,
existing challenges and new technologies. Proposals in the third part of the thesis are
connected to the two problems stated in the beginning of this chapter i.e. how to collect,
process and share data by the AML system participants effectively, and which strategic
risk-based approach to use on state level to capture relevant ML related risks.
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1. FRAMEWORK FOR COMBATING MONEY
LAUNDERING
This chapter introduces the key regulatory concepts of combating money laundering,
describing international and local players in the AML system, challenges the system is
facing and how big data and AI have been applied.

1.1. International framework
Fighting money laundering is a worldwide battle and cannot be local nor regional as the
nature of this specific crime is global; however, according to Hopton (2016) fighting
with it started very locally in the US around the 1930s during the prohibition years when
illegal alcohol was contributing to organized crime. Around the 80s the problem was
related to drugs, and the need to confiscate proceeds from drug criminals brought along
the need for relevant legislation. According to the European Commission (2018),
the European Union adopted the first AML directive in 1990 with the aim to prevent
the misuse of the financial system for the purpose of money laundering. According to
Levi and Reuter (2014, p. 297) the 9/11 attacks in 2001 led to the Patriot Act in the
United States and combined combating money laundering with terrorist financing rules
which got a positive response in the European Union leading to changes to the directive.
Since then legislation has been constantly updated and in December 2020 the 6th AML
directive will come into force.
To mitigate risks money laundering has posed on societies and to detect crimes, during
the past 30 years a regime called Financial Action Task Force i.e. FATF has been
created which has been designing AML-related processes in order to have a sustainable
economic policy in place.
According to Souster (2013, p. 20), internationally central banks and law enforcement
agencies cooperate with one another in order to assist in preventing and detecting crimes
carried out across international frontiers. This is absolutely vital, as it is now possible
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to move monetary and other resources across frontiers more quickly and conveniently
than ever before.
FATF is an inter-governmental body established in 1989 by the Group of Seven
(Canada, France, Germany, Italy, Japan, the United Kingdom and the United States)
and today it has 38 members. The aim of the FATF is to set standards and promote an
effective AML system internationally. It is a “policy-making body” that by
implementing its 40 recommendations help generate the necessary political will to bring
about national legislative and regulatory reforms in these areas (FATF, 2018).
Recommendations are the rules on how to assess risks and apply risk-based approach
on state as well as on entity level, how to define money laundering, how to apply
preventive measures, how to divide rights and obligations of authorities and facilitate
international cooperation.
In part A (1) of the FATF recommendations, it is stated that countries should identify,
assess, and understand the money laundering and terrorist financing risks for the
country, and should take action. This also includes designating an authority or
mechanism to coordinate actions to assess risks, and applying resources, aimed at
ensuring the risks are mitigated effectively. Recommendation 2 states that participants
in an AML system should have effective mechanisms in place helping to cooperate and
exchange information domestically to combat money laundering.
Over 30 years the FATF has worked towards relevant and aligned standards in order to
keep pace with international crime; whereas, when looking at journalistic investigations
and the scandals arising from it in the past 3 years, it is justified to ask whether the
policy-making has been effective.
In 2016 excessive media coverage was started by the International Consortium of
Investigative Journalists publishing the “Panama Papers” where suspicious transactions
from a Panama-based law firm Mossack Fonseca were leaked (ICIJ, 2016). In 2017
followed the Russian Laundromat in the framework of which significant amount of
money was moved out from Russia through global banks and Azerbaijani Laundromat
laundering cash and channelling it out from Azerbaijan (OCCRP, 2017). In Estonia
local Versobank-related news emerged in 2018, which focused on the withdrawal of the
banking licence by the European Central Bank because of breaches in combating money
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laundering (FSA, 2018), and those related to Danske Bank Estonia Branch, where the
FSA prohibited its activities in Estonia (FSA, 2019). The most recent ML scandal ended
with the resigning of Swedbank CEO Birgitte Bonnesen (Financial Times, 2019).
According to Nance (2018, p. 110) detractors portray the FATF as a faceless,
unaccountable, de facto global regulatory agency run amok. On behalf of the interests
of a few select states, it imposes regulations that are illegitimate and costly. For these
critics, the Panama Papers are evidence that the rules are ineffective to boot.
At the same time, it can be argued that due to more increasing regulation money
launderers are caught more often and scandals are results of that. In the end, the question
is how to measure the effectiveness of combating money laundering.
To enforce the FATF standards on regional, European Union, level, there is Moneyval,
a permanent monitoring body of the Council of Europe established in 1997 that consists
of 28 members. It is evaluating AML measures against the FATF recommendations on
state level as well as making recommendations to national authorities in respect of
necessary improvements to their systems (Moneyval, 2019).
The latest FATF recommendations for money laundering are implemented into
European legislation through the 4th AML directive that came into force in June 2017
and that is transposed into Estonian legislation through Money Laundering and Terrorist
Financing Prevention Act, local Financial Supervision Authority guidelines (FSA,
2018) and local Financial Intelligence Unit guidelines (FIU, 2018). The principle for
governance structure related to AML risk is set in article 49 of the 4th AML directive
which states that in order to have appropriate ML risk assessments in place:
Member States shall ensure that policy makers, the FIUs, supervisors and other
competent authorities involved in AML/CFT have effective mechanisms to enable
them to cooperate and coordinate domestically concerning the development and
implementation of policies and activities to combat money laundering and terrorist
financing, including with a view to fulfilling their obligation under Article 7.

However, it is important to note that the 5th AML directive is already in place, will come
into force in January 2020 and according to its explanatory memorandum will change
the current set-up for the FIU-s increasing transparency, enhance the access to
information and ensure central data retrieval systems in all member states. Preamble 17
of the 5th AML directive states that FIU-s should be able to obtain all necessary
information relating to their functions from any obliged entity. Their unfettered access
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to information is essential to ensure that flows of money can be properly traced, and
illicit networks and flows can be detected at an early stage.
The new approach is coming from the fact that modern technology is enabling even
quicker and smarter ways to move money around the globe, it is producing more data
than ever before, and information collection, analysis and sharing have become
inevitable tools to keep pace with. The 5th AML directive also clearly conveys the
message of the importance of cooperation and sharing information between different
AML system participants.
Although the 5th AML directive has not come into force yet, the 6th AML directive
(directive 2018/1673) was adopted in October 2018 coming into force in December
2020 where in article 11 it is stated that Member States shall take the necessary
measures to ensure that effective investigative tools, such as those used in combating
organised crime or other serious crimes are available to the persons, units or services
responsible for investigating or prosecuting the offences referred to in Article 3(1) and
(5) and Article 4.
To give an overview of how the AML system works across the EU according to
European Commission, guidance can be found in the below figure.
Figure 1 Preventing money laundering and terrorist financing across the EU (European Commission,
2018)
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1.2. AML system set-up in Estonia
In Estonia, several participants are involved in combating money laundering, and in
broad terms, they can be divided into two: authorities dealing with prevention and
authorities dealing with consequences. Arising from international principles, the
preventive part lies mainly on risk-aware obliged persons and on the punishment
system. Financial Intelligence Unit together with investigative bodies, prosecutors and
courts take care of the consequences i.e. when suspicious transactions have already
occurred, and money-laundering cases have to be evidenced.
In the light of recent journalistic investigations and other ML-related scandals where it
has been claimed that suspicious money has been transited through Estonia, the
emphasis in potential money laundering issues has been on dealing with consequences
due to the potential shortcomings in risk mitigations on the 1st level. According to
Money Laundering and Terrorist Financing Prevention Act (MLTFPA) risk
assessments and in some instances even risk appetite documents have to be in place to
properly avoid such risks on the 1st level to materialize and on regulatory level necessary
framework is in place. In practice it could be questioned if the assessment of risks and
applying relevant preventive measures in isolated information flow within the
framework subject to different interpretations is accurate if the environment is changing
rapidly.
Figure 2 Current national set-up for combating money laundering and terrorist financing composed by
the author
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Based on the above, the following gives a brief overview of the related participants in
combating money laundering in Estonia. Participants are grouped together on ministry
level showing the governmental picture of responsible players and adding the few who
are not considered to be players in the AML system, but who are playing a role taking
into account the data collection and sharing aspect.
Ministry of Finance
The overall responsibility for co-ordinating the AML activities is assigned to the
Ministry of Finance. This is in line with the 4th AML directive and with the overall
purpose of the ministry which is to provide a strong, sustainable and regionally balanced
financial and economic environment (Ministry of Finance, 2019). It is also important to
have the coordinating body on ministry level to facilitate international cooperation
between countries and share knowledge.
Specific tasks of the Ministry of Finance in relation to AML are related to drafting
legislation and making proposals to change different legal acts where the emphasis is
on prevention. According to MLTFPA, the ministry is also conducting its tasks through
GCCMLP which is conducting national risk-assessment.
The second important system participant in AML is the Tax and Customs Board
governed by the Ministry of Finance. The aim of the Tax and Customs Board is to
protect the society from illegal economic activities, and it is conducting risk
assessments for tax compliance (Tax and Customs Board, 2019), which is quite a
significant role in combating ML taking into consideration that tax evasion is the
common predicate crime for ML.
Estonian Financial Supervision and Resolution Authority (FSA)
According to Financial Supervision Authority Act, it is the responsibility of the FSA to
stand for the stability and transparency of the financial sector by supervising financial
institutions. This means assessing market participants’ governance models and
management and risk control systems against legal framework to reduce systemic risks
and prevent the financial sector from being used for criminal purposes.
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Ministry of the Interior
Ministry of the Interior has the biggest area of governance that also includes the Police
and Border Guard and Internal Security Service. From AML perspective, the Ministry
of Interior’s area of responsibility is to act as an investigative body for predicate crimes
for AML and to provide analysis competence through the FIU.
From AML perspective, the key player in Estonia is the FIU. Inter alia and according
to MLTFPA, the FIU is responsible for collecting, registering, processing and analysing
information referring to money laundering and terrorist financing.
Ministry of Justice
An important player on governmental level in the context of the AML system is the
Ministry of Justice. The Ministry of Justice’s main duty is to plan and carry out legal
and criminal policy of the state (Ministry of Justice, 2019). From AML perspective, the
most important tasks of the Ministry of Justice are the coordination of combating crime
and creating prerequisites for economic growth through effective execution proceeding.
Institutions in the administrative field of the Ministry of Justice are Prosecutor’s Office
and county, administrative and circuit courts.
Prosecutor’s Office has a significant role in directing pre-trial criminal proceedings and
planning surveillance activities necessary for the prevention and identification of crimes
(Prosecutor’s Office, 2019), including predicate crimes for money laundering. Close
cooperation is carried out with investigative bodies like the Police and Border Guard,
the Estonian Security Police and the Tax and Customs Board after which the justice is
administered by the courts.
Ministry of Foreign Affairs
The participants in the AML system not mentioned often are the Ministry of Foreign
Affairs and the Ministry of Economic Affairs and Communication. The first is
responsible for international sanctions and their implementation which is considered as
a foreign policy tool (Ministry of Foreign Affairs, 2019). Two main strategic objectives
from the AML perspective of the Ministry of Economic Affairs and Communication
are to involve governance that encourages entrepreneurship and innovation and
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constantly developing information society (Ministry of Economic Affairs and
Communication, 2019).
Central Bank
According to the mission of the Central Bank, they keep the Estonian financial system
stable, helping to shape the financial sector policy guaranteeing good quality money
and promoting a secure and well-functioning payment environment (Eesti Pank, 2019).
In money laundering related debates the central bank has not been so visible, they are
not mentioned in legislation although they are responsible for stable financial system
and well-functioning payment environment. It can be deducted from the statements of
the newly elected governor interviews that combating money laundering is not the task
of the Central Bank (Eesti Pank, 2018).
Financial institutions
When talking about obliged persons who are obliged to follow MLTFPA rules, the
centre of gravity falls on financial institutions as they have the infrastructure to move
money, they collect large amounts of data and they also have risk mitigation tools in
place. In accordance with Estonian Central Bank (Eesti Pank, 2018) statistics, people
and companies in Estonia make an average of 137,000 domestic payments between
different banks each day. In addition, cash is moved through ATM-s. It can be said that
financial institutions play a crucial role in data collection and analysis where they have
task to act as an investigative body. Böszörmenyi and Schweighofer (2015, p. 63) claim
that the fight against money laundering and terrorist financing is a two-stage procedure,
where state authorities outsource a major part of their tasks and responsibilities to
private entities. The bulk of the task falls to financial institutions, which have to monitor
the transactions of their customers pursuant to international, European and national laws
as well as internal policies.
This can be illustrated by the statistics published in the FIU yearbook 2017 (FIU, 2017)
where it can be seen that a vast amount of suspicious activity reports has been made by
financial institutions and the largest part by credit institutions specifically. Table 2
describing that can be found from Appendix 1 of this thesis.
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1.3. Assessments towards the current set-up
This chapter gives a brief overview of the international assessment for Estonia’s AML
system from Moneyval and international ranking towards Estonia by the Basel AML
index which assesses ML risk around the world. Results of the GCCMLP analysis are
summarized at the end of the chapter.
As Moneyval is assessing the systemic situation of the country towards the FATF
standards, the first Moneyval assessment towards Estonia was conducted in 2000, and
the last assessment in 2013 (Moneyval report on Estonia, 2014); both describe measures
applied based on the FATF recommendations and propose ways to strengthen the
system in Estonia. Among other key findings, on page 10 the report states that Estonian
FIU has sufficient resources to conduct its functions properly, to request and obtain
additional information from authorities and reporting entities, and the FIU appears to
function effectively and efficiently. Also, cooperation between competent authorities
was stated as conducted in an effective manner. At the same time, the report noted that
the volume of confiscated property seems low in some cases. This can be illustrated by
the statistics collected from the FIU yearbooks 2008-2018 indicating the number of
court-cases compared to the number of suspicious activity reports (SAR). Statistics can
be found from Table 3 in Appendix 2 of this thesis.
The Moneyval assessment towards a preventive AML system in Estonia was also seen
as positive according to the report referring to the progress made compared to the
previous report from 2008. Under the 9th key finding, it was stated that the reporting
level by financial institutions is adequate but the framework to monitor complex,
unusual large transactions needs improvement.
Another international assessment given towards Estonia is ranking by the International
Centre for Asset Recovery, part of the Basel Institute on Governance, issuing the Basel
AML Index.
The importance of knowing the level of risk of money laundering for any foreign
investor is very high, since it depends on the political, legal and financial stability that
it provides to its investors. This index is called the Basel ALA which measures the risk
of money laundering and terrorist financing of countries worldwide and is based on
sources that are publicly available (Jurado, Jurado, Lopez, 2018. p. 233).
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The index is concentrating on anti-money laundering and countering the financing of
terrorism frameworks, plus related factors that impact the ML risk. According to the
2018 Basel AML Index (Basel AML Index, 2018), Estonia ranks as a low risk country
with the score of 2.73 out of 10, placing the country on the 2nd place.
According to the local GCCMLP analysis and a report from October 2018 (Ministry of
Finance, 2018), since Estonia has been assessed against international standards in 2008
and 2013, there have always been observations and suggestions on how to make the
system better, but all in all, the assessments have been successful. At the same time, the
report states that arising from the Danske Bank case and from future risks’ perspectives,
strategic analysis and monitoring needs enhancement (page 5, point a (a)), digital and
technological advancement as a risk needs to be taken into account (page 5, point 2 (b))
and resources directed towards money laundering activities have to be consistent with
risks detected (page 5, point 4 (d)).

1.4. Challenges in combating money laundering
According to Trajkovski and Nanevski (2015, p. 40) it is estimated that from 95% to
99% of bank clients run legitimate businesses or have legitimate needs for banking
products and services. This is also reflected in the international standards which provide
basis for risk-based approach, and the AML requirements are really designed for the
5% of customers. Albeit the above applies to credit institutions, discussion around the
topic is relevant from proportionality point of view, and it has to be found out how to
effectively combat money laundering according to international standards at the same
time not intervening normal economic behaviour. According to Sharman (2011, p. 41)
the answers from different academics vary on the effectiveness of the system ranging
from the cautious view that it is unlikely AML rules have had a significant impact on
crime to conclusions that the whole system is an expensive, and possibly even
dangerous, waste of everybody’s time. In this chapter an overview is given of the
challenges credit institutions are facing trying to capture AML risks from suspicious
and unusual transactions.
According to directives, an efficient and effective AML process starts with information
collection and continues with analysis, which needs significant investments into AML
systems. This means certain activities from the 1st line on market participant level. From
23

the financial institutions’ perspective it could be a challenge on how to find balance
between investing into new developments customers are expecting vs. risk mitigation
tools to be used for outsourced tasks from the state. According to Böszörmenyi and
Schweighofer (2015, p. 5), to be able to determine whether suspicious or unusual
transactions are occurring, financial institutions need to use sophisticated software to
monitor transactions and business partners. They also need access to watch lists to
identify higher risk counterparts.
Data collected on the 1st line is often static and based on KYC information submitted
by the customer, and monitoring is conducted ex-post applying automated decisionmaking for slower data movement than we have today. It is stated by Nhien An Le Khac
and M-Tahar Kechadi (2010) that traditional investigative techniques are not efficient
enough when detecting suspicious cases and they consume a lot of man-hours. Legacy
systems result in late detection of potential money laundering attempts and instead of
capturing layering attempts in the infrastructure, a number of false positive alerts are
produced. Gao, Xu, Wang and Green (2009, p. 63) have claimed that the traditional
fixed-rule-based solutions suffer from a number of drawbacks, such as ineffective
thresholds, high false positive problem, lack of pattern recognition function, and
insufficient data processing capability.
This leads to manually going through thousands of alerts and spending time on false
positives. According to McKinsey and Company (2017), 90% of all alerts generated are
considered to be false positives and should be quickly disregarded by the investigators.
And not only investigators are affected by the false positives flow, but also customers
who might not be able to continue the transaction or not even continue the relationship
with the financial institution. And an alert ending in situation where normal economic
behaviour is prevented due to applying AML measures is not the purpose of the
legislation.
Alerts detected by financial institutions are used as an in-put for the FIU investigations,
and in case of low quality, investigations are delayed. Namely, the FIU-s need to
analyse reports in order to decide whether it is relevant or not, and according to Regan,
Monahan and Craven (2015) it is widely recognized that there are more “false positives”
than reliable hits with SAR-s—and more SAR-s than agencies can realistically handle.
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The problem of low-quality SAR-s is widely recognised in the US and UK, and
Maxwell and Artingstall (2017, p.5) have stated in their report published under
the Royal United Services Institute for Defence and Security Studies, that interviews
conducted with past and present FIU heads as part of the project consistently raised
figures between 80% and 90% of STR information being of no operational value to
active law enforcement investigations.
In its report from 2017 Europol (2017, p.5) has said that only 10% of SAR-s across
Europol member countries are investigated further after the report is made.
The problem of collecting and analysing relevant data leads to the challenge of
information sharing. As mentioned before, financial institutions are mostly relying on
the data given by customers, and data flow direction is from the institution to FIU.
Systemic information sharing is a challenge between different financial institutions and
from the state to financial institutions, which enables potential criminals to bank with
different institutions in isolation. Having an account in a bank where legitimate business
is run and at the same time being offboarded by the neighbouring bank due to money
laundering risks, could easily happen.
As was seen from the data presented in the previous chapter illustrating the current setup, majority of SAR-s are made by financial and credit institutions based on the risk
based approaches which are taking into account general global, regional and local risk
typologies, potential market trends and transaction parameters. Specific risk parameters
detected on national level (e.g. what currencies and countries to look for, what are the
new types of crimes evolving and how to detect them etc.) are not shared with financial
institutions in order for them to better design risk scoring models and adjust risk metrics.
Maxwell and Artingstall (2017, p. 6) have also stated in their report that financial
institutions are obliged under the FATF standards to implement a ‘risk-based approach’
to identify and respond to financial crime, but, to be effective, this requires actionable
and typological information from law enforcement agencies and FIU-s to inform what
constitutes a financial crime risk.
The information sharing challenge is also highlighted by the Clearing House (2017), a
US company owning and operating the core payments system infrastructure in the
United States, where significant barriers to information sharing among financial
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institutions and between financial institutions and law enforcement are detected arising
from existing rules.
Based on the above, including GCCMLP analysis and a report, it could be acclaimed
that being the 1st line of the AML system and obliged to apply risk-based approach,
financial institutions, whose infrastructure is used for potential money laundering
activities, are not operating in the information field necessary to make adequate
decisions regarding risks.
Taking into account FATF standards and the issues mentioned in the GCCMLP analysis
and a report, the third challenge in combating money laundering lies in the modest
strategic vision related to combating ML risk on state level. Taking into account that
the current system where the state has outsourced some of its duties to the private sector
has not worked efficiently and effectively, the set-up should therefore be revised. One
option is to turn the system around and carry out the investigations on state level and
by that potentially minimize the cost of AML for the society. This option could be in
line with the sustainability angle of the financial sector business models while
mitigating the possibility of financial exclusion through severe de-risking and nonaffordable services for the consumers.
Financial institutions devote vast resources to activities that could easily be performed
centrally by government or some other party or not at all – for example, constant
monitoring of media for adverse stories about customers, or multiple firms engaging in
customer due diligence on the same customers. With these tasks de-prioritized or
executed collectively, resources could be deployed to more sophisticated and
productive approaches designed to detect real risks (The Clearing House, 2017, p.5).

To conclude this chapter with problems in the current AML system, it can be said that
data collection, analysis and sharing seem to be matters which need to be dealt with by
an appropriate re-design of the processes. Taking into account technological
developments in recent years, it can be claimed that as long as financial institutions are
relying on customer-given static data and applying the pre-set money laundering
parameters, the accuracy of alerts cannot be enhanced significantly as the data is not
cross-checked and scenarios/thresholds can be circumvented. Looking at the number
stated above, the financial system is facing a situation where AML regime is irrelevant
to 95%-99% of customers running legitimate business; 90% of alerts generated within
this system are false positives and only 10% are investigated further by investigators –
it seems that there is room for improvement.
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1.5. Big data, AI and AML
As was described in the previous chapter, in order to detect suspicious transactions and
complex patterns through a sophisticated and accurate monitoring systems,
sophisticated and accurate data accompanied with good analytics is required – artificial
intelligence. The Commission de Surveillance du Secteur Financier, Luxembourg
Financial Supervision Authority (2018, p. 5) has defined AI as the theory and
development of computer systems able to perform tasks that traditionally have required
human intelligence.
By applying artificial intelligence techniques to big data which is vastly accumulating
large data sets, it could be a key in solving AML-related problems. And the usage of
big data, which is sourceful digital information, can be the driver behind effective
computing results. This also means that databases not used today could be taken into
use and more emphasis could be put on information available as this creates more
variables to risk algorithms and could give more accurate outcomes. By using data
analytics solutions where a wider spectrum of data-sets could be handled as an input
making it into smart data and applying an algorithm to find patterns could lead to more
accurate results in shorter time. According to Stephenson (2018, p. 11) the term “big
data” refers to a new class of data: vast rapidly accumulating quantities, which often do
not fit a traditional structure. /…/ It brings new challenges, presents new opportunities,
blurs traditional competitive boundaries and requires a paradigm shift related to how
we draw tangible value from data.
Big data is relevant in the AML context because it allows to draw conclusions from the
data which has not been available before. It helps to understand how and why customers
act the way they do; it enables to detect patterns we have not been able to detect before
and make broad-based conclusions. Backed by relevant hardware and software, big data
has great potential. Rule-based methods (prediction), clustering and grouping, anomaly
detection and contextual analysis are the areas in AML where big data methods can be
used. According to Palshikar, Apte and Bakaram (2014) unsupervised techniques such
as clustering, anomaly detection, community analysis and red flags (based on expert
knowledge) have been used for ML detection.
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Below are some relevant examples of machine learning methods in the context of this
thesis.
Rule-based methods (classification and prediction)
Rule-based methods are considered classification and prediction methods, where for
example historical transactions on the account of a customer are taken as predictions
for future behaviour, or customers transactions are classified and pre-set rules applied
(Salehi, Ghazanfari, Fathian, 2017). A rule-based method like prediction is more
thoroughly analysed in a study by Khan, Larik, Rajput and Haider (2013) where
Pakistan Central Bank’s definition of suspicious transactions was taken as basis in order
to detect patterns from the transactional data of customers. Applying Bayesian approach
to the flow, ML score for each customer was assigned indicating its behavioural
difference from the pattern. If the transaction or the customer’s financial activities had
significant deviations from the pattern, the new transaction of the user will be the
suspicious money laundering activities. Similar approach has been described also by
Panigrahi, Sural and Majumdar (2009) where Bayesian learning was applied in order to
detect suspicious transactions by detecting similarities in transaction history.
Clustering
According to Salehi, Ghazanfari and Fathian (2017), clustering is a process of
classifying data into different groups where the members of each group have the most
similarities to each other and the members of each group have the least similarities to
another group.
The effect in ML pattern detection process is that through clustering potential outliers
can be detected using comparison for every customer transaction with the same
customer transaction history as researched by Zhu (2006).
Authors Le Khac and Kechadi (2010) also used clustering technique to present a case
study related to investment transactions monitoring to detect suspicious ML patterns.
They based their pattern detection on characteristics like frequency and value of the
transactions where clustering was applied and either suspicious or not suspicious output
was received. This was then forwarded to a neural network for training purposes.
Preliminary results showed that the approach was effective.
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Neural networks
According to Stephenson (2018), artificial neural networks (ANN) have been around
since the 1950s and they function as pattern recognition tools, similar to the early layers
of our mind’s visual cortex but not comparable with the parts of our brains that handle
cognitive reasoning. ANN-s can be helpful in prediction, generalization and
approximation, but as ANN-s do not handle cognitive reasoning, the challenge with that
approach is that it needs loads of examples i.e. data in order to match results. A submethodology used together with ANN could be anomaly detection where outliers i.e.
characteristics different from the majority of the data, can be distinguished.
According to Han, Kamber and Pei (2011), the use of neural networks has many
advantages, including the ability to deal with confusing data and usability at a time
when there is very little knowledge about the issue.
According to Zhang, Patuwo and Hu (1998), ANN-s are well suited for problems whose
solutions require knowledge that is difficult to specify but for which there are enough
data or observations.
Support vector machines
SVM is another machine learning method used for classification. According Salehi,
Ghazanfari and Fathian (2017), SVM-s are similar to neural networks which can obtain
approximations with the desired degree of accuracy for each multivariable function. It
is useful to model the nonlinear and complex systems and processes, including detecting
activities related to financial fraud.
A SVM in the AML context has thoroughly been studied by Keyan and Tingting (2011)
who have proposed a solution for the SVM problem where the selection of parameters
affect the identification of suspicion. Cross-validation as a statistical analysis method
was introduced to improve the performance of the classifier.
Social networks
According to Shaikh and Nazir (2018), the Social Network theory has attracted
increasing attention in recent years. Social network analysis regarding data mining is
called link analysis or link mining that detects links in social structures.
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It was shown in the study of Colladon and Remondi (2017) that risk profiles can be
predicted by using social network metrics and to spot potential clusters of criminals.
They proposed a visual analysis of the tacit links existing among different companies
who share the same owner or representative. Findings showed the importance of using
a network-based approach when looking for suspicious financial operations and
potential criminals.
As can be seen from the above-mentioned techniques, collecting and storing big data is
not enough, sophisticated software and hardware should be applied to it in order to take
real value out of it. According to Stephenson (2018), applying AI where a machine can
respond intelligently to its environment and machine learning, where a machine keeps
improving its performance, to the big data, it amplifiers itself.
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2. METHOD
This chapter of the thesis is describing the research method giving an overview of the
qualitative research carried out by outlining the method for research and for the data
collection, sample selection and analysis.

2.1. Research method
As this thesis derives from practical challenges, desk research and qualitative research
in combination were applied to describe the problem and propose a solution. This
involved identifying the problem, gathering information through literature and
interviews, and acting on the information followed by conclusions. After identifying
the problem, desk research was applied during which existing data was explored and
previous research results analysed in order to decide what qualitative research methods
to apply.
The background of the research problem lies in the assumption backed by the challenges
described in chapter 1.4 that current practices in the AML system are based on timely
and manual monitoring processes, relying on the statistical data separately available in
different payment infrastructures and detecting potentially unusual transactions through
integrating data sets to different systems, applying static rule-based algorithms and
based on the output filing SAR-s. Applying such process, the information might be
hidden within the data or it may not be available to conduct thorough investigation. It
is also true that criminals are not always acting in accordance with predictable patterns
and are able to circumvent pre-set criteria, and due to the high-speed data production,
time is spent on alerts not relevant from the AML perspective, and alerts are also missed.
As the thesis is not concentrating on legal changes needed for effective fighting with
money laundering, but instead on data gathering and analysis, the chosen research
method aims to understand the experiences, expectations and thoughts concerning the
efficiency and effectiveness of the current AML system expressed by the people daily
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associated with combating money laundering and changes they see necessary. This
chapter describes why the qualitative approach is chosen as well as the methods and
steps of how the research was conducted, including how data was gathered and
analysed.
Taking into account that the aim of the study is to verify the challenges the anti-moneylaundering system is currently facing by answering research questions, in-depth
interview as a qualitative research method was used. As the research method should be
chosen based on the nature of the research question, the underlying concept for this
study is empiricism claiming that knowledge comes from sensory experiences
(Sarantakos, 2013).
The qualitative approach follows an open, flexible and unstructured approach to
enquiry; aims to explore diversity rather than to quantify; emphasizes the description
and narration of feelings, perceptions and experiences rather than their measurement;
and communicates findings in a descriptive and narrative rather than analytical manner,
placing no or less emphasis on generalisations (Kumar, 2014, p. 14).

The purpose of this thesis is to understand the essence and context of the underlying
reasons of why combating money laundering is not effective nor efficient by answering
to the questions on data availability and analysis and how big data and AI can help. This
cannot be measured by standardized procedures applying statistical approaches, and in
order to understand and communicate the perceptions and experiences of system
participants, in-depth interviews were carried out and a group of carefully selected
stakeholders was interviewed. The aim of the interviews was to provide context and to
offer a versatile picture of the problem stated in problem description of the thesis.
Choosing in-depth interview as a qualitative method was also justified by the need to
describe the central themes i.e. the problems with the current set-up of the AML system
and potential solutions for the future, and to understand the set of different problems
and group them afterwards. This was necessary to support or refute the research
problem i.e. the incapability to collect, process and share data resulting in a high number
of false positive alerts and too extensive investigation time leading to poor management
of money laundering risks in Estonia.
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2.2. Method of data collection and method of data analysis
In-depth interviews as data collection method were used in order to explore something
about which comprehensive knowledge is necessary to receive. According to Kumar
(2014), such design is relevant when the focus of a study is extensively on exploring
and understanding rather than on confirming and quantifying.
Via conducting the in-depth interviews, the author wanted to understand how the AML
system is perceived, what are seen as efficiencies and what as constraints while
combating money laundering in Estonia. Interview as the data collection method gave
a framework for the discussions leaving room for personal reflections and some
comparability for the analysis stage where different themes were created. By asking the
same questions from all interviewees, different answers were showing a variety of
contexts.
Interviews were conducted in January-February 2019, and 15 questions were asked
from 11 respondents during the approximately 1-hour meetings. As all respondents
were Estonian-speaking, the interviews were held and analysed in Estonian, transcripts
made during the interviews and conclusions were translated from Estonian to English.
Although in the interview guide it was stated that interviews will be recorded they were
not as it was clear after the first two discussions that recording makes respondents less
open and the content received without recording was much more valuable.
Due to the open-ended nature of the questions and in order to ensure the natural flow of
discussion, the order of questions was occasionally changed. It also occurred that while
answering one question, several others were answered as well. It was mostly dependent
on how articulate respondents were and/or was there any time pressure. From the
author’s point of view, interviews were carried out in a trusting environment and all
respondents were motivated to share information.
After the interviews had been carried out, transcripts were analysed to obtain reflections
on common and uncommon outcomes in order to understand the supporting arguments
for the problem statement of this thesis. During transcript analysis answers to 15
questions were classified into 7 themes developed during the question construction
process, and data processing was carried out by indicating the frequency of certain
answers where relevant. Although the interviews were agreed to be non-confidential,
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quoting was subject for pre-approval from the interviewees. In the author’s mind,
research problems stated in the beginning of the thesis got validated.

2.3. Developing the interview guide and the questionnaire
The developed interview guide (Appendix 3) was used for planning face-to-face
interviews with the expert sample. According to the guide, open-ended questions were
asked from the respondents during 1-hour interviews, and their answers were planned
to be recorded and transcribed afterwards. Selected interviewees were sent an e-mail
invitation where the purpose of the thesis, data collection method and interview protocol
were described. The e-mail also stated that the answers to interview questions will not
be confidential and the thesis will be shared with the interviewees after the defence.
Interview questionnaire was not attached to the e-mail; however, interview questions
were sent beforehand on request (2 requests).
After deciding on the research method and data collection method, structured interview
questions were created and validated by the supervisor. In order to get enough
reflections from different angles during a 60-minute interview, 15 open-ended questions
(Appendix 3) were designed to enable respondents to elaborate on the topic. Questions
(and answers afterwards) were categorized into two broad classes: understanding the
current state and understanding the future potential. All respondents were asked the
same questions and these were presented based on the progression of the discussion and
following a deductive approach. Two classes of questions that aimed at identifying the
current state and discovering the future potential were divided into 7 themes as follows:
1) Roles and key roles
2) Activities, clarity of roles and obligations
3) Resources i.e. human resources and tools
4) Best practices and worst practices
5) Measuring effectiveness of AML
6) Information availability and sharing
7) Data analytics and automated decision-making
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2.4. Sample selection
The aim of the qualitative research was to interview a group of people who are
participants in the current AML system mostly acting as members of the Governmental
Committee for the Coordination of Money Laundering prevention. From the sample’s
perspective qualitative research methods gave grounds to that. The emphasis was on
individual viewpoints of the respondents who were interviewed by the author in order
to receive a high-level and varied description of the current problems and potential
solutions taking into account the context where different system participants had
received criticism.
The Governmental Committee for the Coordination of Money Laundering prevention
was taken as basis for the persons to be interviewed, but some adjustments were made
by the author while choosing who to interview. Namely, from 14 Committee members
3 were from the Ministry of Finance and the Secretary General was selected for the
interview. The Minister of Finance was not selected for the interview due to the
upcoming parliamentary elections, the same applied for the Deputy Secretary-General
for Financial Policy and External Relations due to the upcoming elections for the
Governor for the Central Bank. One interviewee, Director of State Information System,
acting Director General, was added to the list although he was not a Committee member
but who in the author’s mind should play a role in the AML system due to being
responsible for the state information systems.
The interviews were held with 11 interviewees. In some cases, additional efforts were
needed to explain the necessity and value of the answers from the interviewee upon
agreeing the interview, but most respondents were very approachable and readily
available for the interviews.
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3. RESULTS AND DISCUSSION
This chapter of the thesis is describing the outcomes of the interviews and proposing a
data-flow and analysis model for the state taking into account theoretical background,
existing challenges and new technologies.

3.1. Results of in-depth interviews
The aim for the interviews was to discover how the current AML system is seen by the
system participants, what are its main strengths and weaknesses and what is the
readiness to use big data and machine learning in the AML processes. Arising from the
interview set up by dividing 15 questions into 7 themes, results below are described
based on the same division.
Roles and key roles
Questions for the interviewees started with gathering the understanding of the current
AML system, and based on their knowledge and experience the interviewees answered
who the participants and key players in the AML system are (covered by questions 1
and 5). Considering how many respondents brought out same participants, an analysis
was carried out and a list of the AML system participants was composed based on how
many times a participant was mentioned. Conclusions can be found in Table 4 in
Appendix 4 to this thesis.
As can be seen from Table 4, the list of different system participants mentioned is quite
extensive and top 3 AML system participants listed are the FIU, FSA and the
Prosecutor’s Office. It can be concluded that 2 out of these 3 participants cover the
prevention angle in AML system i.e. financial institutions to have a proper risk
management system in place supervised by the FSA and sharing the intelligence as well
as analysing potential criminals from FIU angle is part of preventive tasks. Tax and
Customs Board as an AML system participant is mentioned 8 times, which is probably
justified by the fact that tax offences are frequent predicate offences for money
36

laundering cases (OECD, 2011). Ministry of Finance was also mentioned 8 times
playing the strategic role on government level in mitigating ML risks.
Activities, clarity of roles and obligations
Interview proceeded with questions 2, 3 and 4 related to clarity in the roles and the
efficiency of obligations of the AML system participants. The overall conclusion about
the clarity of roles of different participants can be made based on the extensive
participant list above. As the number of different participants mentioned is rather high
(22) it could mean that 11 respondents see the roles quite differently. It was also evident
from different answers that roles between the FSA and FIU are not clear and few
mentioned that the process supervision for the financial sector being separated from
case supervision is not efficient. This was also considered as a challenge from the
information sharing perspective while performing daily tasks. It was mentioned at least
by half of the respondents that the FIU has the central analysis function.
Answers to the question concerning the main activities of the AML system participants
varied. In many instances it was mentioned that the FIU acts as a central analysis unit
and the FSA controls the system and not the transactions. In many instances, answers
reflected the unclarity around the tasks of the FIU, the problem with cooperation
between the FIU and FSA and the built-in inefficiency of such set-up. The problem of
roles and responsibilities was brought up also in relation to the European Central Bank
and the Estonian FSA and one respondent saw this as an unclarity in the system.
Some answers which were describing the role of the Prosecutor’s Office clearly showed
that already the fact that the Prosecutor’s Office is dealing with money laundering issues
shows prevention has not worked. One respondent also questioned whether information
flow between banks, the FIU and the prosecutor’s office is clear and efficient.
In the answers where Central Bank was mentioned, the role of payment system operator
and the financial stability insurer was brought up. Three respondents mentioned that
Central Bank as the owner of payment and settlement systems should have a bigger role
in controlling also ML risks and stopping flows if relevant, and through operating
Estonian payment market, the transparency and stability of the financial system could
thus be ensured.
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It was also evident from the answers that the Ministry of Finance is seen as a policy
owner to have a trustworthy financial system, and by drafting the rules on how system
participants should act, ML risk could be mitigated. Ministry of Finance was mentioned
as the coordinating body for money laundering issues, being responsible for the
Governmental Committee as well as playing a crucial role in regulating, enforcing and
supervising. In addition, ministries overall were seen as participants having the
resources and the decision-making power.
Banks were mentioned as participants of the system 6 times and the answers were
mostly focusing on activities related to financial institutions and not so much on the
strategic view towards activities which are related to mitigating systemic risks. It was
stated that banks should act as the 1st line of defence and share information with the
Police and Tax and Customs Board after suspicious activities are detected. In a few
instances it was mentioned that there are also other obliged persons besides banks.
When looking at the answers from the obligations efficiency point of view, then crossborder cooperation was mentioned as a problem where things have been falling between
the chairs. Also, the cooperation between the FIU and FSA was mentioned in the
context of what information they are obliged to share and how this is not clear. One
respondent also doubted whether the FIU being part of Central Criminal Police, which
is dealing with serious personal offences, is the best aligned with AML goals as ML is
not a serious personal offence. One unclarity of obligations was related to the division
of roles and responsibilities between different ministries and who should be responsible
for what when it comes to AML issues.
It was also answered in one instance that over-regulation (i.e. regulating more
specifically) is a risk and reduces responsibility. The knowledge about the activities of
different participants in the AML system was brought up as an issue in the context of
information sharing. Overall it can be concluded that legally the obligations are stated
quite clearly but interpretations and practices are paving the way towards unclarities
and inefficiencies when it comes to the roles and obligations.
Resources i.e. human resources and tools
The interview continued with a resource question in order to understand if the
competency and man-hour issue is a challenge in the Estonian AML system as well as
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what tools are used for conducting ML related analysis (questions 6 and 7). Resource
question is also a relevant indicator to assess the effectiveness of investigations taking
into consideration the resources added in the financial sector. The table below shows
the number of people working with AML issues state-wide and what tools are used.
Table 1 List of persons and tools used in the AML system composed by the author based on the
interviews
Party

Number of people

Tools used

Ministry of Finance

2.5 FTE

Risk assessment methodology

Ministry of Justice

-

-

Ministry of the Interior

0.25 FTE

-

Ministry of Foreign Affairs

4 FTE

-

Ministry of Economic Affairs
and Communications

-

-

State Prosecutor’s Office

7 FTE

-

Tax and Customs Board

-

Analytical tools

Financial Intelligence Unit

Cannot answer

Excel and Tableau

Financial Supervision Authority 7 FTE

Machine learning to be developed

Information System Authority

-

-

Best practices, worst practices
In order to get an overview of which processes, tools or strategies should be continued
and which discontinued, and to understand what are seen as best practices, and to once
more try to detect inefficiencies, answers to questions 8, 9 and 10 gave an
understanding. 8 participants named the missing strategic analysis when it comes to
mitigating money laundering risks. From different answers it can be concluded that the
strategic analysis should take into consideration broad financial picture of the state,
crime statistics, infrastructure status and involve different parties when composing and
sharing this information. This could also lead to an agreement between ministries on
how to move forward and distinguish urgent from important being also able to align
political and legislative priorities. Strategic analysis should express itself in money
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laundering risk assessment and potentially also in risk appetite on state level. For doing
such an analysis, resources are needed in money and competence wise.
The second most occurring answer was related to the importance of digital solutions for
data standardization, analysis and exchange, which should be developed. It was
mentioned in different contexts by at least 6 respondents that digitalization and data
analysis are crucial.
In addition, many respondents pointed out that the FIU monitoring function should be
re-organised and/or re-located, and on-line monitoring should be developed as the
current analysis centre is not sufficient. This leads to the lack of competencies and other
resources. When discussing about resources, one respondent said that currently banks
are paying for their supervision, but this is process supervision and that money does not
reach the FIU or Prosecutor’s Office. Therefore, the FIU should be merged with the
FSA and by that the resource issues as well as information sharing issues could be
alleviated. Also, private-public-partnerships should be used, and project-based
approach applied to deal with AML challenges.
When answering to the question concerning the barriers hindering the effective
combating with money laundering then again missing digital solutions and an analysis
centre were pointed out as well as lack of competencies, which leads to resource
constraints i.e. money. It was also mentioned that penalty rates for the financial sector
should be heightened, legal grounds made clearer and a bank account register
developed, but mostly the answers were related to the information sharing problems,
lack of competencies and inabilities in analysis (on strategic level in the ministries as
well as in the FIU) and in digital solutions.
Measuring the effectiveness of AML
As barriers for AML system were detected under the previous question, then from the
strategic point of view, respondents were asked to answer also to the question of how
to measure effective AML system and here answers were different.
Some respondents said that the relevant measure might be the stability of financial
system or that critical services are not affected and that honest customers are satisfied
with the quality and speed of transactions. A few respondents referred to the fact that
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suspicious transactions and attempts of money laundering are detected. Some referred
to international rankings and Estonia’s position there.
More specific answers included quantitative measures from the prevention angle and
on operational level, like the number of non-resident and/or offshore accounts or the
declining turnover of alternative currencies and cash, or low number of cases detected,
and criminals convicted. Other quantitative measures stated the missing of ML cases or
as many cases in court the better. Also international ratings such as the Basel AML
Index were mentioned.
From the strategic viewpoint, the stability of financial system was the metric mentioned
for measuring an efficient AML system. In addition, the quality and speed of
transactions (and the stopping of suspicious transactions) for regular customer were
stated as indicators as well as an optimum burden for the end customer. In many
instances limiting the generation of criminal proceeds was mentioned. All in all, it can
be concluded that there were no re-occurring metrics stated and a combination of
qualitative and quantitative indicators on operational and strategic level set the scene of
how differently system participants are seeing the effectiveness of the AML system.
Information availability and sharing
As previous answers from respondents showed that barriers hindering the effective
combating with money laundering are among others coming from information sharing,
lack of digitalisation and data analysis, then the following questions (questions 12, 13,
14, 15) were concentrating on that.
It seemed that the system-wide information availability question was not easy to
answer, but the average score (based on 7 answers) was 6.57 out of 10. The problems
mentioned were related to sharing data between the public and private sector, and also
to the quality of the data and the problem that with static data there is not much to do.
As a challenge it was mentioned the turning of data into meaningful information by
relevant competencies, and again the analysis capability was brought out and the
targeted nature of it.
When answering the question regarding information sharing on the same scale, the
average score was lower, scoring to 5.37 out of 10 (based on 8 answers). The main
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takeaway could be made that as Estonia is an e-country, data is really not moving.
Situation is better in the investigation phase within the Police and Border Guard
systems, but not between other participants (banks, FSA, FIU). Lack of data analytics
related capabilities were brought out as well as development necessity related to
automation.
Data analytics and automated decision-making
Last two questions were asked in order to receive respondents’ views on the usability
of big data in combating money laundering as well as of machine learning and
automatized decisions while investigating. Most interviewees saw big data analytics as
a unused opportunity that helps win time and not be dependent on static data. For some
respondents, big data could create clarity in the situation we are in, target properly and
apply relevant measures in order to ensure financial system stability and optimise costs.
For others, using big data could have two outcomes: one is the analytical outcome while
detecting potential criminals, the other is deterrence and by that keeping the financial
system clean. The assumption for this is again the capability to analyse. Some
respondents also highlighted the concerns when it comes to gathering data about
persons, keeping it in one place and preserving trust towards the state. This could create
additional risks for a small state like Estonia.
When it comes to automated decision-making based on big data, most respondents
answered that decisions made by machine should be revised by a person. It was stressed
that it is important to agree beforehand what the consequences of automated decisions
are and what is done during such a process i.e. the machine either gives
recommendations or only describes patterns. However, taking into account that
Estonian Ministry of Justice has asked from Ott Velsberg, Estonia’s chief data officer,
to design a “robot judge” giving an algorithm a decision-making authority (Niiler 2019),
applying this to monitoring might not seem so extreme. One respondent was also on the
opinion that the more automatized decisions, the more worries. The overall conclusion
was that sophisticated systems are the way we should move forward as there are not
enough people to the amount of data created nowadays.
To summarize the interview results it can be said that respondents had diverse views
about who the participants of the anti-money-laundering system in Estonia are (question
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1) and who the key players are (question 5). Arising from that, there were also different
reflections towards the activities conducted by the participants of the system (question
2) and hesitations whether the roles (question 3) and obligations (question 4) of the
system participants are clear and efficient. During the interviews it was also mapped
how many people are dealing with the AML issues in the relevant area, and the resource
challenge linked with strategic picture was brought up several times by the respondents
(interlinked with the answers to question 10).
Areas where the respondents’ answers were similar were mostly related to the potential
opportunities for the future and what should be done differently. Answers to question 7
showed that mostly there are no tools in place. All respondents had the same opinion
when it comes to resources needed for effective money laundering i.e. answers to
question 10 revealed that all areas felt the lack of resources (money and people) but also
the absence of strategic vision. The challenge with the strategic vision part was also
supported by answers to question 11 where a very different set of answers on how to
measure effective money laundering were proposed.
Answers to questions 12 and 13 regarding data availability and sharing it between
different parties within the system participants scored quite low on the scale from 1-10.
Answers to questions 14 and 15 were also similar stating a clear need for using big data
and artificial intelligence in AML processes.
After conducting the interviews and analysing the responses, it can be concluded that
people within the system of combating money laundering have quite similar views of
what is working and what is not working. They have ideas of how to make the system
better and where the main barriers are. It is also true that due to the actuality of the topic,
most respondents were referring to the cases of Danske Bank and Versobank and what
can be learned from there. At the same time, big data and machine learning topics should
be discussed more broadly to make a qualitative difference in the current system as the
fine-tuning might not be enough.

3.2. Discussion
The main aim of this thesis is to describe current challenges in the AML system and to
propose a way to better analyse and detect money laundering on state level with the
help of big data and sophisticated algorithms. As it was seen from the theoretical part
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and from the qualitative research part, the challenge currently at hand is two-fold:
firstly, the strategic approach towards money laundering and the modest prioritization
towards the topic on government level; and secondly, arising from that the solutions
applied from governance as well as from the process point of view. When it comes to
governance aspects in the AML risk management, it seems that there are several parties
in the system who in are responsible for managing money laundering related risks, but
the key is in having the over-arching risk assessment and risk appetite on state level in
place followed by the clarification of roles (rights and obligations) on the
authority/entity level.
From the process point of view, it can be concluded that data collection, analysis and
sharing in the current AML system needs to be tackled with an appropriate re-design of
the processes to keep pace with the technological advancement and velocity and the
emergence of data. The aim of the process enhancement is to mitigate ML risks by
acting upon relevant data where suspicious activities are detected, criminal money
captured and through the appliance of transparent system the deterrence effect achieved.
Considering the problems at hand backed by the theoretical and qualitative research part
of the study plus the developments in investigation practices in the US and UK, it seems
that continuing with applying financial institution-specific pre-set ML parameters to
customer given static data, the accuracy rate of suspicious activities will not improve.
As the current set-up is inclining towards over-regulation by outsourcing more and more
surveillance-like activities to the private sector, it could be asked if for the sake of
sustainability of the financial system combating money laundering requires alternative
approach. The cost of the AML system for the society is increasing and the efficiency
is declining and the impacts on all levels cannot be bypassed.
With the help of the theoretical overview and in-depth interviews, this thesis is showing
the problem with a modest strategic approach towards money laundering on state level
as well as the struggle on obliged entity level when it comes to collecting and analysing
data in order to detect potential threats. It seems to be the time to change the paradigm
and to mitigate ML-related risks in a more sophisticated way by creating a transparent
transaction monitoring system on state level with the purpose of deterrence and through
that contributing to the economic development of the country.
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As AML is a process involving different stakeholders and activities in the private sector
and state, solutions where data is leveraged in a way that it helps to contribute to the
productivity and economic development of a country, could be considered. Big data is
crucial as the competitiveness is challenging and constant innovation inevitable in order
to confront changes and stay in the market. And this question of how to keep the
business model profitable in the context of increasing regulatory burden is relevant both
on entity level as well as state level. This is a question of what is the best way to mitigate
systemic risks arising from the technological developments which are socioeconomically affecting societies.
Based on the technological developments, collecting, storing and analysing big data
with the help of AI in joint transaction monitoring-hub on state level could be one option
to undertake actions to combat money laundering more quickly and efficiently by
reducing proliferation of illicit schemes. As the FIU is responsible for collecting,
registering, processing and analysing information, the FIU’s functions could be
developed further, and a monitoring centre could be created there. To have such body
on state level is relevant as the trustworthiness would not be guaranteed in case of
private sector operating such a hub, and in addition the state has an extensive amount
of data already existing which could be used for investigative purposes compared to
transactional information. Automating transaction monitoring on state-level centre and
detecting money laundering schemes by adaptive and knowledge-based solutions helps
to contribute to the enhancement of the AML system. In addition, by analysing big data,
the situation of the country in respect of the AML risk can be more easily diagnosed
and taken into account while composing national risk assessment.
In order to make such re-design, it could be managed as a big-data project and the first
step should be to strategically revise the current AML system, agree on the
shortcomings on different levels and decide the vision of the future state. This exercise
should continue with mapping the data available in order understand where and what
could be used for investigation purposes and what it takes to make it usable. After
different data sources are detected, “business” objectives with concrete “business”
success criteria could be decided for the project. The author proposes the following two
objectives:
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1) to reduce societal cost through enhancing the AML system by which the
corrupting effect on all levels of society will be diminished and government
costs reduced, and
2) to enable the AML system to apply transaction monitoring based on big data
and machine learning by reducing investigation time in order to tackle financial
crime more efficiently.
Success criteria depend on the specific shortcomings, but to measure the societal cost
on the strategic level, the increase of confiscated criminal proceeds per year could be
used. From the monitoring perspective, the success factor could be the length of the
criminal proceedings i.e. from a suspicious alert to conviction.
If this process re-design is run as big a data project, inventory of resources have to
follow. This means mapping the stakeholders consisting of customer units, monitoring
units, development units, IT units and supervisors covering all relevant competencies.
In addition, it has to be decided what data and hardware to use, what infrastructure
should be in place to have relevant storage and computing power. Of course,
governance and legal compliance issues have to be covered and risks and contingencies
clarified which this thesis is not focusing on. For the sake of the project set-up, a privatepublic-partnership could be beneficial.

3.3. Changes in the data flow
Provided the strategic decisions to re-design the process have been made and challenges
accepted, the author proposes to change the current data flow process whereas the input
and output have changed places i.e. the data is collected and analysed on state level in
order to achieve better i.e. quicker and more accurate, investigative results.
As described in this thesis, the current ML detection process in Estonia is based on
transaction monitoring carried out in stand-alone financial institutions who are fulfilling
their obligation to report suspicious activities through suspicious activity report (SAR)
within 2 days from detecting the suspicion. They are acting mainly based on the
information available in their infrastructure and given by the customer matched to
external data bases which is in accordance with the regulatory obligations. Alerts are

46

generated based on risk-based approach and SAR reporting is made offline followed by
manual investigation in the FIU.
Figure 3 Scheme demonstrating the current data flow in the AML system composed by the author

According to the current regulatory set-up every credit institution composes its own
annual risk assessment and designs its scenarios considering the risk-based approach
which obliges banks to map and assess risks and apply relevant measures. Considering
that in Estonia there are 8 licenced credit institutions, there are 8 different sets of risk
assessments, probably 8 different sets of rules and a number of alerts based on different
data and different risk appetites. From the systemic risk angle, it could be risky as
relevant threats might not be captured due to the isolated approaches. Adding the
statistics that around 95% of alerts in banks are false positives and arising from that
only 10% of SAR-s are investigated further, there is room for improvement.
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To change the data flow and create the main transaction monitoring centre (hereinafter
data repository) on state level and to collect data, the systemic risk angle could be
improved. Taking into account the discussions with the interviewees and developments
in the US and UK who could be considered the AML system front-runners, there are
good practices in place. According to Regan and Monahan (2011), already Bush and
Obama administrations supported such fusion centres to share data across government
agencies as well as across public and private sectors to blend enforcement and
intelligence information and reduce threats in communities. The Clearing House (2017,
p. 5) has also stated that policymakers should further facilitate the flow of raw data from
financial institutions to law enforcement to assist with the modernization of the current
AML/CFT technological paradigm.
It is also stated by Maxwell and Artingstall in their report (RUSI, 2017) that over 20
countries, including the UK, US, Australia, Hong-Kong, Singapore and Canada, are
developing dynamic public-private financial information sharing partnerships to
mitigate ML risks more effectively.
In the Clearing House report (2017), it was recommended to establish a governmental
or private sector or a consortium-like AML utility in the UK in order to facilitate the
screening of the transactions, to detect patterns of potentially suspicious transactions
across multiple financial institutions and to share ideas and resources.
Keeping in mind the principle of risk-based approach, applying different scenarios to
correspond to the national risk assessment and national risk appetite, it could enhance
the system by deterring criminals through a transparent solution and by getting
potentially more accurate results when analysing a variety of data-sets instead of in-silo
information.
Taking into account the information sharing challenges and data accuracy problems,
which were elaborated in this thesis above, if scenario-based transactional data from all
credit institutions were forwarded to state level data repository, a more comprehensive
data pool would be gathered, patterns would be detected and potentially better and
quicker decisions would therefore be made. Using AI and different machine learning
methods like prediction, clustering, anomaly detection and contextual analysis with the
data-sets, it could be presumed, based on the challenges described in chapter 1.4 and in
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the interviews during which the research problems stated in the beginning of the thesis
got validated, that more relevant alerts could be used as input for further investigation.
As the data is analysed by sophisticated algorithms and put into context by a machine,
also the speed of analysis is higher leading to lower costs (for the society). Change in
the data flow direction, application of machine learning methods and the usage of state
registries for contextual analysis, could be the way to tackle modern and future ML
risks by increasing the trustworthiness of the country. This could enhance current AML
system where transaction data is analysed in isolation, without input from state
registries and therefore there is a lack of the context in order to detect fraudulent
activities quickly and accurately. Non-accurate detection increases the cost for the
customer through price-list and for the citizen through state revenues used for manual
investigation of low-quality alerts while having the criminal money circulating in the
society.
Figure 4 Scheme demonstrating the future data flow in the AML system composed by the author
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The proposed future set-up, which is an example of how to use transaction data together
with data available in state registries, means that transaction repository collects
transactions from the financial institutions based on risks, scenarios are developed on
state level and correspond to the risk appetite of the state. All transaction data is not
collected because it can be pre-decided that certain transaction data is not relevant from
ML perspective (for example outgoing payments of state fees or incoming interest
payments from the Tax and Customs Board) and makes the picture fuzzier. After
transactions reach the data repository, different machine learning methods could be
applied to big data and it could be compared with state registries in order to detect real
suspicions. For the sake of the clarity of the example, all potential data sources are not
described in Figure 4, but inputs from adverse media screening, matches to politically
exposed persons and other state registries like Register of Economic Activities, eNotary, Estonian Education Information System or Road Administration e-Services
could be added to the equation. The value of this approach lies in the fact that
transactional data from all institutions is collected generating big data where modern
analytical approaches could be applied, and conclusions could be made – which are not
available with the current system. Patterns can be detected and links between different
transactions followed so that trends emerge. The outcome is the reduced investigation
time as computer systems can perform tasks that traditionally have required human
intelligence.

3.4. Example of the transaction flow
If big data-sets created today by fast payment traffic and other digitalised solutions can
be collected and analysed by algorithms and by that the speed of investigations and state
revenues can be increased, it also contributes to the transparency and reputation of the
country.
Based on the input gathered from the interviewees and challenges described in chapter
1.4, this chapter aims to propose how to use certain data sets in investigations after the
transaction data has reached the repository and what outputs should be expected in order
to make relevant judgements. This will include a transaction management diagram
showing different machine learning techniques which could be applied as well as
system counterparties and partner systems. It derives from the assumption that data
repository is to be created, aligned transaction data will be gathered and technologies
50

from rule-based methodologies to machine learning will be applied enabling to detect
fraud-schemes.
Transactions to be sent to the repository are incoming and outgoing payments of legal
and natural persons, to and from credit institutions, and the system is working off-line
i.e. transaction data is sent to data repository once a day which for investigation
purposes means T+1. This could already reduce reaction time as currently banks are
obliged to report SAR within 2 days from getting to know of the suspicion. Now data
reaches the repository the next day and if acted upon swiftly, effectiveness could be
there. Legal and natural persons related data is separated as these segments act
differently and hence different risks are to be detected and different scenarios to be
applied.
Taking into consideration the future data flow proposed above, unusually high value
transaction is used as an example to show how rule-based methods, clustering,
contextual analysis and anomaly detection could be applied. In the author’s mind, on
one hand it is important to gather transaction data based on scenarios and on the other
hand it is important to apply contextual analysis to it in order to understand the riskiness
of the customers’ transactions because potential money laundering is reaching over
several infrastructures at the same time appearing together with legitimate business. The
example is also constructed in a way it focuses on the transaction-related attributes and
not on the attributes related to the person. That is why also the state registries used for
creating the context are such where transaction-based cross-checking could be done.
From credit institutions data is sent to the transaction repository by Extensible Markup
Language (XML) which is used already today for securities transactions reporting under
MIFID2 Regulatory Technical Standard 2016/1521. The transaction data sending is
described in more detail in an example found in Appendix 5 of this thesis, but in short
it looks as follows:
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Figure 5 Scheme demonstrating the transaction data sending via XML composed by the author

In the grid view composed in XMLSpy, the attributes sent to the repository are the
following:
1) Transaction ID (specific transaction identifier);
2) Scenario number;
3) LEI code for the identification of the bank sending the data to repository;
4) Payment initiator as the sender;
5) Senders LEI;
6) Account number (IBAN) of the sender;
7) Country code of the sender;
8) Payment receiver UBO;
9) Receivers LEI;
10) Receivers name;
11) Amount;
12) Currency;
13) Date;
14) Type of transaction.
As it can be seen from the example in the grid view, the data sent to the repository is
regarding a transaction coming from a legal entity in Bank2 to the account of an
Estonian resident legal person in the reporting entity Bank1. As the transaction is sent
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to the repository, it means that it is classified as a transaction under a certain scenario
and the scenario identifier can be seen from the grid (S1005). Let us assume that the
scenario identifier S1005 is an unusually high value transaction for legal persons in
euros.
After the transaction of unusually high value for legal persons has reached the data
repository, the first check to be made is to business registry in order to detect if the
customer is a resident of Estonia. In case the customer receiving the transaction is an
Estonian resident, transaction will be moved to the next phase, if the legal entity is nonresident, the transaction will be forwarded to a different flow involving manual
investigation. In case of Estonian residents, in the next phase a prediction model will be
applied and it will be detected if the transaction is in line with the historical transactions
of the customer by analysing the same customer’s previous activities on the account,
creating a model for future and matching the specific transaction to it. In case there are
matches to the pattern and it is detected that such transactions are normal for this
customer, the transaction is sent for cross-checking with the annual report. If it matches,
no suspicion is detected, if no matches are found, the transaction is forwarded to outlier
detection model. In case in the first step it is detected that the transaction is unusual for
this client, the clustering model based on classification will be applied in order to
compare the specific transaction to the same group of other similar transactions. For
that data will be aggregated and the outcome of this analysis is that similar transactions
are clustered into a group of transactions and potential matches with the amount are
found/not found and outliers detected. If it is detected that amount is not fitting into the
group of transactions and it appears to be an outlier, then a suspicion score will be
applied, and contextual analysis conducted in order to understand the background of the
transaction by using state registries for confirming or rejecting the potential suspicion.
In this specific case the cross-checking to the Tax and Customs Board, tax statements,
Land Registry and Securities Registry will be made in order to detect potential matching
amounts. In addition, annual report from the business registry will be considered and a
match against tax declaration and account turnover will be made.
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Figure 6 The proposed transaction flow composed by the author

As this thesis is only concentrating on using big data and machine learning for
transaction monitoring, the transaction flow described above ends with identifying
suspicious and not suspicious transactions which should be then further investigated. In
practice this flow could be continued with automated blocking of funds in the financial
institution where the customer has the account. Another flow could be constructed for
KYC detection in order to understand links between different persons and catch patterns
on persons’ level, which again gives additional inputs for matching that with
transactional data. To conclude, the above example is just one potential way of applying
machine instead of a human being to do the data mining and first level investigation.
Taking into consideration the amounts of data created today (and this thesis was not
considering blockchain, virtual currencies or social footprint), there seems to be good
potential for enhancing current AML system.
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CONCLUSIONS
This thesis aimed to answer the research questions whether it is the collection, sharing
and analysis of data behind the ineffectiveness of the system and how big data and AI
could help in combating money laundering.
The thesis started with the theoretical framework describing the regulatory context on
international as well as on local level, it continued with introducing the AML system
participants in Estonia, and then focused on the challenges described in the literature
and the opportunities big data and AI could offer.
The second part concentrated on describing the methodology used for conducting
research and reaching conclusions. In-depth analysis was used as a data gathering tool
to understand the context and impressions from people who are participants of the AML
system where the outcome was supporting the problem statement for the thesis.
The third part concentrated on the potential changes in data flow and transaction
monitoring where alternative approach for data collection process, data gathering and
usage together with analytical tools was proposed.
Through theoretical overview and in-depth interviews this thesis showed the problem
with a modest strategic approach towards money laundering on state level when it
comes to collecting and analysing data in order to detect potential threats. It answered
the research question “Are the collection, sharing and analysis of data behind the
ineffectiveness of the system and why?” while also answering the sub-question of “How
can big data and AI be used in enhancing AML system?”.
After going through the three stages of the thesis and by using desk research and
qualitative research, the first contribution of this thesis is describing and validating the
current challenges in the AML system by answering the question of effectiveness
through analysing literature and in-depth interviews where it appeared that the
challenge is two-fold. Firstly, there are shortcomings on state-level with underprioritizing the topic expressing itself in resource deficit and in the unambiguity of the
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tasks within different system participants. Secondly, data collection, sharing and the
analysis applied cannot keep up with the digital and technological advancement the
financial system is facing today;
The second contribution of this thesis is proposing a model to detect potential money
laundering with the help of big data and sophisticated algorithms by collecting,
analysing and sharing data on state level. As the thesis showed that the process-level
problem with the current AML system is the data collection and usage accompanied
with missing sophisticated analytical tools, a potential way forward with an analysis
model for transaction monitoring was developed.
It seems to be the time to consider changing the paradigm and to mitigate ML related
risks in a more sophisticated way by creating a transparent transaction monitoring
system with the purpose of deterrence and through that contributing to the stability of
the financial system and economic development of the country.
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APPENDICES
Appendix 1. Distribution of reports
Table 2 Distribution of reports sent to the FIU on the basis of reporters in 2015–2017 (FIU Yearbook,
2017)
2015

2016

2017

Reports

%

Reports

%

Reports

%

Financial
institutions

5347

65,2

2314

41,9

1866

34,4

Credit institutions

1693

20,6

2071

37,5

2313

42,7

Other private
entrepreneurs

423

5,2

382

6,9

386

7,1

2

0,0

NGO-s
Professionals

193

2,4

182

3,3

206

3,8

State authorities

200

2,4

172

3,1

271

5,0

External state
authorities

319

3,9

397

7,2

368

6,8

Other

29

0,4

7

0,1

6

0,1

TOTAL

8204

100

5525

100

5418

100
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Appendix 2. Number of court decisions to reports
Table 3 Number of court decisions compared to reports sent to the FIU in 2008-2018 composed by the
author based on FIU yearbooks
Year

No of court
decisions

No of reports

No of reports by
financial and credit
institutions

% from all reports
by fin. and credit
inst.

2018

8

2017

12

5 418

4 179

77,1

2016

7

5 525

4 385

79,4

2015

19

8 204

7 040

85,8

2014

25

11 204

9 774

87,2

2013

16

11 224

9 911

88,3

2012

12

12 157

10 720

88,2

2011

16

13 536

12 402

93,7

2010

20

13 655

12 801

93,7

2009

12

16 999

15 972

94,0

2008

7

13 861

12 836

92,6
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Appendix 3. Interview guide
Interview Guide
29 December 2018
1. Plan
The aim of the interviews is to provide a context and to offer a more complete picture
around the problem stated in the master thesis titled “A Model and Roadmap for Using
Big Data on Government Level Instead of the Private Sector in Combating Money
Laundering”.

The hypothesis of the thesis is that the financial system is currently facing tremendous
challenges in combating money laundering as historical set-ups have proved not to be
efficient enough. The problems are two-fold: a) the availability and analysis of knowyour-customer data and b) sharing it within the system of combating money laundering.

As the thesis is not focusing on legal changes necessary for the effective fighting with
money laundering, but rather on data gathering and analysis, the purpose of the
interviews is to understand the system, processes, outcomes, and relevant changes
related experiences, expectations and thoughts of people daily associated with
combating money laundering.

When choosing the interviewees, a sample of stakeholders to be interviewed was
selected in order to represent diverse opinions. The list of stakeholders is the following:

NAME

TITLE

1. Veiko Tali

Secretary General of the Ministry of Finance

2. Tõnis Saar

Secretary General of the Ministry of Justice

3. Lauri Lugna

Secretary General of the Ministry of the Interior

4. Paul Teesalu

Undersecretary, Political Affairs, the Ministry of Foreign
Affairs

5. Siim Sikkut

Deputy Secretary-General for IT and Telecom in the Ministry
of Economic Affairs and Communication

6. Lavly Perling

State prosecutor
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7. Valdur Laid

Head of the Tax and Customs Board

8. Madis Reimand

Head of the Financial Intelligence Unit of the Police and
Border Guard Board

9. Andre Nõmm

Management Board member of the Financial Supervision

10. Robert Kitt

Former Head of Estonian Banking Association

11. Andrus Kaarelson

Director of State Information System, acting Director General

2. Interview protocol
On the set:
“I want to thank you for taking the time to meet with me today. My name is Silja Narusk
and I would like to talk to you about your experiences participating in combating money
laundering in Estonia. Special emphasis of the interview would be on evaluating the
effectiveness of the anti money-laundering set-up in order to understand what could be
done differently. The interview should take approximately an hour and responses will
not be kept confidential; quotes will be agreed on beforehand.

I will be taping the session because I do not want to miss any of your comments. I will
also be taking some notes during the session. I have prepared 15 open-ended questions
and I will be conducting this interview altogether with 14 persons. After I have finalized
the interviews, I will be analysing the information and writing conclusions to my thesis.
I will be happy to send you a copy of my thesis in May, if you are interested.”

3. Interview questions

3.1 Please describe the current anti-money-laundering system in Estonia i.e. who are
the participants?
3.2 What activities are conducted?
3.3 Are the roles of different participants in combating money laundering in Estonia
clear?
3.4 Are the obligations towards different participants in combating money laundering
in Estonia efficient to combat money laundering?
3.5 Which of the participants and tools would you consider key system elements? Please
explain.
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3.6 What is the number of people in your area dealing with anti-money-laundering
issues?
3.7 What tools are used for strategic analysis (and monitoring) in detecting potential
money laundering in your area? Please list.
3.8 What strategies, processes, tools, etc., would you recommend be sustained and/or
scaled up? Please provide a justification for your response.
3.9 What strategies, processes, tools should be discontinued? Why?
3.10 What are the barriers for effectively combating money laundering in Estonia? (e.g.
Information? Analysis? Employees? Digital solutions?)
3.11 If combating money laundering is effective in a country, what is the measure for
it?
3.12 How would you rate (on the scale from 1-10 where 1 is the lowest and 10 the
highest score) the system-wise information availability locally when it comes to
analysing potential money laundering cases? Please elaborate on the score.
3.13 How would you rate (on the scale from 1-10 where 1 is the lowest and 10 the
highest score) the information sharing locally between different participants when it
comes to analysing potential money laundering cases? Please elaborate on the score.
3.14 When combating money laundering, do you see value in big data analytics? Please
elaborate.
3.15 When combating money laundering do you see value in automated decisionmaking in monitoring processes? Please elaborate.

Is there anything you would like to add?
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Appendix 4. List of the AML system participants based on the answers composed
by the author
Table 4 List of AML system participants based on the answers composed by the author
Nr

Participant

Answers

Interviewees

1

Financial Intelligence Unit

10

11

2

Financial Supervision Authority

10

11

3

Prosecutor’s Office

9

11

4

Tax and Customs Board

8

11

5

Ministry of Finance

8

11

6

Banks

7

11

7

Estonian Central Bank

6

11

8

Courts

4

11

9

Ministry of the Interior

4

11

10

Ministry of Foreign Affairs and Strategic Goods Commission

4

11

11

Ministry of Justice

3

11

12

Ministry of Economic Affairs and Communications

2

11

13

Obliged persons

2

11

14

General public

2

11

15

Financial services provider

1

11

16

Companies

1

11

17

Institutional anti-money laundering working group of Estonian
Government

1

11

18

Information System Authority

1

11

19

Politicians

1

11

20

Estonian Internal Security Service

1

11

21

Estonian Foreign Intelligence Service

1

11

22

Parliament of Estonia

1

11
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Appendix 5. Transaction reporting
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